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BOTTOM LINE UP FRONT

BLUF — 18 MAY 2026 (Monday weekend rollup)

STATUS: PREP-CON 3 ELEVATED, Trend STABLE-DETERIORATING. Op Epic Fury Day 80; US naval
blockade of Iran Day 36; Lebanon ceasefire Day 33 (extended 45 days on 15-MAY through ~29-JUN —
porous, not collapsed). SWX-CON stepped down from 3 to 2; SWPC G1 watch fires 18-19 MAY.

URGENT — RENEWED IRAN STRIKES: NYT reports 17-MAY that US and Israel are conducting
“intensive preparations” for renewed strikes against Iran “as early as next week,” largest US-Israel
military buildup since the Iran-side CF. Pentagon examining renewal of the halted operation;
corroborated by Israel National News + Times of Israel. This is the cycle’s highest-impact new driver
— see KJ-5 and GEO-002. MIC second-order chain: per CSIS, Patriot + THAAD interceptor
stockpiles already ~50% expended; renewed sustained-intercept ops reach critical-low in 7-14 days.

URGENT — CYBER: Three new cyber items this rollup: (1) Microsoft Exchange CVE-2026-42897
XSS spoofing added to KEV 15-MAY (FCEB due 29-MAY); (2) NGINX CVE-2026-42945 (CVSS 9.2)
actively exploited within days of disclosure; (3) Grafana GitHub token compromise + extortion 17-
MAY.

LEBANON: Ceasefire extended 45 days on 15-MAY (third Washington round). 657 Lebanese killed since
CF began per Lebanese Health Ministry; 18 more killed 16-17 MAY post-extension; 20th IDF KIA Saturday
16-MAY in southern Lebanon. US continues to permit targeted IDF action against assessed Hezbollah
threats. 4th Washington round 2-3 JUN; separate security track 29-MAY at Pentagon (Simon Karam lead).

IRAN-HORMUZ: Strait remains effectively closed. Trump-Xi Beijing summit concluded 15-MAY with no
joint statement; vague Iran/Hormuz commitment from Xi; Trump’s 200-Boeing-aircraft claim unconfirmed by
Beijing (no formal PRC announcement). Pakistan-mediated US-Iran track continues; Iranian 30-day
proposal (lift blockade + reparations + new Hormuz governance, nuclear deferred) still on the table.

RUSSIA-CHINA AXIS: Kremlin announced 16-MAY that Putin will travel to Beijing 19-20 MAY for two-day
state visit with Xi, scheduled to coincide with the 25th anniversary of the 2001 Sino-Russian Treaty of
Friendship. Joint declaration planned; Lavrov said 16-MAY that Moscow’s ties with Beijing are “deeper and
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stronger than traditional political and military alliances.” Watch readout for Iran-positive language or new
anti-US security clauses.

SEVERE WX: SPC Day 1 MODERATE RISK central/NE Kansas — SE Nebraska (strong-to-intense
tornadoes, 2-4+ inch hail) + Enhanced/Slight surrounding IA/NW MO/southern Plains; EXTREME fire
weather Southern High Plains 18-19 MAY. Multi-day severe + flash-flood pattern 18-22 MAY peaking mid-
week. NWR coverage gaps inside threat zone: KS Ulysses, NM triple-gap, IL Hillsboro, MN Gunflint Lake,
TX Rio Grande City.

SPACE WX: SWPC G1 (Minor) watch 18-19 MAY on glancing-blow CME. Greatest expected Kp 5.33 in
03-06 UTC 19-MAY window. HF mostly favorable; brief fades possible at higher latitudes.

PRACTITIONER POSTURE — 72-HOUR DECISION TRIGGERS
1. Patch NGINX CVE-2026-42945 fleet-wide; verify ASLR posture by EOD Monday. See [CYB-010].
2. Enable Exchange EEMS within 48h; FCEB deadline 29-MAY. See [CYB-009].

3. Pre-position household shelter + power-out plans across KS/OK/TX/NE/IA/MO/AR/WI for 18-22
MAY. See [WX-001].

4. NWR-gap households: TWO-of-THREE non-NWR alert paths (WEA + app + commercial
broadcast).

KEY JUDGMENTS

Five key judgments. Confidence bands per ICD 203 estimative language. Full evidence base lives in the
linked FLASH entry.

KJ-1: Lebanon ceasefire holds porously through 29-JUN.

CONFIDENCE: HIGH — Third successful 45-day extension on 15-MAY despite continued IDF strikes (18
Lebanese killed 16-17 MAY) and Hezbollah rocket fire. Tripwire for collapse: high-mass IDF Beirut Dahieh
strike + Hezbollah 250-launch barrage same week. Full analysis: [GEO-CF-LBN].

KJ-2: Strait of Hormuz remains effectively closed through Q2 2026.

CONFIDENCE: MODERATE — Trump-Xi Beijing summit produced no operational reopening mechanism;
Boeing 200-aircraft claim vague and unconfirmed. Iranian 30-day proposal on the table but US rejects
nuclear deferral. Full analysis: [GEO-001].

KJ-3: Multi-day severe + flash-flood pattern produces 210 county-EOC activations 18-22 MAY.

CONFIDENCE: HIGH — Ampilified upper pattern + Rockies trough drives repeated severe and flash-flood
rounds. NWR coverage gaps at KS Ulysses, NM triple-gap, IL Hillsboro, MN Gunflint Lake, TX Rio Grande
City sit inside the threat footprint. Full analysis: [WX-001].

KJ-4: Andes hantavirus second-generation transmission very unlikely through 21-JUN.

CONFIDENCE: HIGH — Day 5 post-index case with zero second-generation cases at UNMC
biocontainment. Full analysis: [HLTH-001].

KJ-5: Renewed US-Israel kinetic operation against Iran likely within 14 days.

CONFIDENCE: MODERATE — NYT 17-MAY reports US-Israel “intensive preparations” for renewed
strikes “as early as next week,” described as the largest military buildup since the Iran-side CF. MIC
second-order chain: per CSIS, US Patriot + THAAD interceptor stockpiles already ~50% expended post-
Op Epic Fury; renewed sustained-intercept operations reach critical-low in 7-14 days, with potential Indo-
Pacific exposure if CENTCOM pulls THAAD from Korea. Pentagon FY27 munitions request ~$70B (3x
current). Defense-sector ETF (ITA) +35% June 2025 — March 2026. Full analysis: [GEO-002].

FLASH EVENTS — RISK SCORE 2 20
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15 FLASH events this cycle. Cards ordered by risk score descending. Red = 25, orange 20-24, gold = NEW THIS
CYCHE

US-Israel preparing renewed strikes on Iran; largest buildup since CF.

[GEO-002 | NEW THIS CYCLE | Score 28]

Current state: NYT 17-MAY: US and Israel in “intensive preparations” for renewed strikes against Iran “as
early as next week,” described as the largest US-Israel military buildup since the Iran-side CF. Pentagon
examining renewal of halted operation. Trump returned from China 15-MAY “facing significant decisions
regarding Iran.” Corroborated by Israel National News and Times of Israel.

Downstream: If renewed strike order issued: Hormuz transit collapses further; Brent +$10-15/bbl on
confirmation; Iranian Houthi-proxy activation likely within 48h; US/EU airspace advisories almost certain;
Lebanon CF follow-on collapse risk elevates per KJ-1 tripwire.

Sources: NYT | Israel National News | Times of Israel | CNN Iran

Plains severe + flash-flood corridor 18-22 MAY; EXTREME fire weather Southern Plains.

[WX-001 | WIDENED | Score 26]

Current state: SPC Day 1 MODERATE RISK central/NE Kansas — SE Nebraska (strong-to-intense
tornadoes, 2-4+ inch hail) + Enhanced/Slight surrounding IA/NW MO/southern Plains; EXTREME fire
weather (RH &lt;15%, wind 30-40mph) Southern High Plains 18-19 MAY; WPC ERO Day 2 SLIGHT with 3-
5 inch localized QPF. NWR coverage gaps inside threat zone: KS Ulysses (DDC), NM triple-gap
(Roswell/Carlsbad/Artesia, EXTREME fire-wx), IL Hillsboro (LSX), MN Gunflint Lake (DLH), TX Rio Grande
City (BRO).

Downstream: Pre-position shelter + power-out plans across KS/OK/TX/NE/IA/MO/AR/WI. NWR-gap
households verify two-of-three non-NWR alert paths.

Sources: NWS WPC | NWS SPC

NGINX CVE-2026-42945 heap overflow CVSS 9.2 actively exploited within days of disclosure.

[CYB-010 | NEW THIS CYCLE | Score 25]

Current state: VuInCheck observed active exploitation 17-MAY. Affects NGINX Plus + Open versions
0.6.27 — 1.30.0. Crash even with ASLR; RCE on ASLR-disabled hosts.

Downstream: Patch fleet-wide; verify kernel.randomize _va_space=2; consider WAF rules blocking crafted
HTTP requests against rewrite-module endpoints.

Sources: VulnCheck | The Hacker News

SD-WAN CVE-2026-20182 FCEB deadline PASSED 17-MAY — UAT-8616 cluster active.

[CYB-007 | DEADLINE PASSED | Score 24]

Current state: FCEB deadline 17-MAY passed; at least 10 parallel clusters still exploiting. XenShell +
Godzilla web shells; Cluster 10 deploys credential stealer targeting AWS vManage credentials.

Downstream: Audit patch status across all in-scope assets; re-baseline detections for XenShell +
Godzilla; re-issue JWT signing keys.

Sources: CISA KEV | Cisco Talos
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Microsoft Exchange CVE-2026-42897 XSS spoofing added to KEV 15-MAY; FCEB due 29-MAY.

[CYB-009 | NEW THIS CYCLE | Score 23]

Current state: CVSS 8.1 spoofing via XSS in OWA; weaponized via crafted email opened in OWA.
“Exploitation Detected” per Microsoft. EEMS temporary mitigation available pending permanent fix.

Downstream: Enable EEMS within 48h of KEV addition; monitor for crafted-email patterns hitting OWA,;
prepare for permanent patch deployment.

Sources: CISA KEV | Microsoft MSRC

US naval blockade of Iran Day 36; reopening not imminent.

[GEO-001 | STABLE | Score 23]

Current state: Strait effectively closed; 33 vessels intercepted, 26 bypassed per Lloyd’s; ~$500M/day
Iranian revenue impact. Trump-Xi summit vague China commitment, no operational mechanism. Pakistan
track continues.

Downstream: Energy prices stable but at risk-on for any escalation. Watch list: fourth Islamabad round
date; Iranian counter-proposal language changes; sea-mine emplacement.

Sources: Wikipedia (US naval blockade) | Al Jazeera

Lebanon ceasefire EXTENDED 45 days through ~29-JUN — porous, not collapsed.

[GEO-CF-LBN | EXTENDED | Score 22]

Current state: Extension signed 15-MAY at third Washington round. 657 Lebanese killed since CF began;
18 more killed 16-17 MAY post-extension; 20th IDF KIA Saturday 16-MAY in southern Lebanon. 4th
Washington round 2-3 JUN; security track 29-MAY at Pentagon (Karam lead). US continues to permit
targeted IDF action.

Downstream: Lebanese economic recovery delayed; 1.24M in food insecurity. Regional spillover risk
contained but non-zero.

Sources: Times of Israel | Wikipedia (LBN-IL ceasefire)

PAN-OS CVE-2026-0300 Captive Portal RCE — FCEB deadline 21-MAY (T+3).

[CYB-001 | PATCH-EXEC | Score 22]

Current state: FCEB BOD 22-01 deadline 21-MAY (T+3 from this cycle); patch-execution posture active.
Wave 1 patch shipped 13-MAY; Wave 2 ETA ~28-MAY (post-deadline). ~225,000 internet-facing instances
per Shadowserver.

Downstream: Verify patch deployment status across FCEB and critical-infrastructure fleets before EOD
Wednesday; non-FCEB private-sector operators close the window this week.

Sources: CISA KEV | Palo Alto PSIRT

Trump-Xi Beijing summit concludes 15-MAY — no joint statement; vague Iran commitment.

[GEO-CHN-001 | NEW THIS CYCLE | Score 21]
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Current state: Two-day summit 14-15 MAY at Zhongnanhai; departure without joint statement. Trump
claims (not confirmed by Beijing): 200 Boeing aircraft purchase; rare-earth resolution; one-year trade
extension. Iran: vague commitment; Taiwan: “no commitment either way”; DPRK: denuclearization-via-
talks.

Downstream: Watch list 18-25 MAY: Boeing confirmation; Beijing demarche to Tehran; UN posture on US
blockade enforcement.

Sources: CNN | CFR

Linux Copy Fail LPE CVE-2026-31431 chain-pivot risk past FCEB deadline.

[CYB-005 | CHAIN-RISK | Score 21]

Current state: FCEB deadline 15-MAY passed; chain-pivot risk elevated by NEW NGINX exploitation.
NGINX-CVE-2026-42945 + Copy Fail = root primitive on container or host.

Downstream: Patch FCEB and private-sector Linux fleet; treat unpatched internet-exposed RCE-eligible
hosts as already-compromised on chain.

Sources: NVD CVE-2026-31431 | VulnCheck

Grafana GitHub token compromise 17-MAY — codebase downloaded + extortion attempt.

[CYB-011 | NEW THIS CYCLE | Score 20]

Current state: Single GitHub access token compromised; codebase downloaded; extortion attempt.
Grafana states no customer data accessed and no production-system impact.

Downstream: Add Grafana to enhanced-vigilance watch for next 6 months; expect derivative CVE flow Q3
2026.

Sources: The Hacker News | Grafana Labs

Andes hantavirus US-side surveillance Day 5 — zero second-generation cases.

[HLTH-001 | STABLE | Score 20]

Current state: Day 5 post-index case; UNMC biocontainment posture verified; CDC + NE-DHHS active
surveillance of contact cohort; Hondius-cohort travel-history follow-up ongoing.

Downstream: No operational practitioner action this stage; surveillance window through 21-JUN.
Sources: CDC HAN | UNMC biocontainment

Markets open Mon with Trump-Xi outcome priced neutral; Brent risk-on bias.

[FIN-001 | STABLE | Score 20]

Current state: Brent + WTI near recent ranges; AAA pump tracking weekend levels; Treasury yields
stable. Trump-Xi summit absorbed as neutral; Lebanon CF extension as marginal positive.

Downstream: Range-bound absent Lebanon CF or Hormuz binary event. Defense names carry
asymmetric upside on any Hormuz escalation.

Sources: AAA fuel report | EIA weekly petroleum
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Current state: Foxconn confirmed major cyberattack on NA operations; specific scope undisclosed.
Standard post-confirmation cycle (96h containment; supplier notifications 5-7 days).

Downstream: Manufacturing customers query account managers within 7 days; watch for SEC 8-K
material filing.

Sources: GBHackers | The Hacker News

Current state: Southern High Plains fire-weather 18-19 MAY adds wildfire-evac dimension; severe +
flash-flood Day 2-5 across grain belt; cattle heat-stress eastern US through Wed.

Downstream: Ag-sector operators pre-position emergency-evac plans for livestock and on-farm fuel
storage.

Sources: USDA WASDE | NWS SPC

PREP-CON + COMCON ASSESSMENT — TOP-5 ACTION ITEMS

Current PREP-CON: 3 ELEVATED — Trend STABLE-DETERIORATING

Drivers: Op Epic Fury Day 80; US naval blockade Day 36; Lebanon CF extended (porous); multi-day
severe-weather corridor; three new cyber items in 72-hour rollup; renewed US-Israel strike preparation per
NYT 17-MAY.

Why PREP-CON 3 ELEVATED this cycle

Four concurrent drivers each carry household-level decision pressure inside the 0-72h window: (1) multi-
day severe + flash-flood corridor 18-22 MAY across central US with NVWR coverage gaps inside the threat
footprint; (2) three actively-exploited or imminently-exploitable cyber items affecting household and small-
business infrastructure (NGINX, Exchange, Cisco SD-WAN); (3) renewed US-Israel kinetic preparation
against Iran with second-order pump-price and travel-disruption risk; (4) late-season WY/CO snow anomaly
compounding mountain-corridor travel risk against ongoing exceptional drought. Movement criteria:
PREP-CON moves to 2 SIGNIFICANT if the renewed Iran-strike order is observed or if Lebanon CF
formally collapses; PREP-CON moves to 4 GUARDED only if cyber + severe-wx + Iran-prep windows all
close benignly within 7 days.

Drivers: 33 NOAA Weather Radio transmitters affected across 14 states (14 OUT OF SERVICE plus 19
DEGRADED). The Alaska 17-site cluster dominates the total count but sits outside the CONUS severe-
weather corridor. Seven CONUS critical gaps sit inside this week’s severe-weather threat footprint where
alerting is most consequential: KS Ulysses WXN-81 (Dodge City CWA, inside SW Kansas dry-microburst
zone); NM triple-gap Roswell WWG-36 + Carlsbad WWF-37 + Artesia WXN-24 (Albuquerque +
Midland/Odessa CWAs, all inside the EXTREME fire-weather corridor 18-19 MAY); IL Hillsboro KXI-79
(St. Louis CWA, eastern flank of Day 2 ERO); MN Gunflint Lake KXI-45 (Duluth CWA, Day 2 Upper
Midwest threat); TX Rio Grande City WNG-601 (Brownsville/RGV CWA, Day 4-5 heavy-rain corridor
edge).

Why this matters: the outage profile has not materially worsened in 72 hours, but the consequence
multiplier is elevated this cycle because of the active severe-weather overlay. Households inside the seven
CONUS critical-gap CWAs should treat themselves as operating on TWO-of-THREE non-NWR alert paths
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through the threat window: Wireless Emergency Alerts (verify enabled in phone settings) plus the NWS
mobile app plus a confirmed commercial broadcast TV or radio backup.

Movement criteria: COMCON moves to 5 SIGNIFICANTLY DEGRADED if any of the seven CONUS
critical-gap sites take on a confirmed cellular-tower or commercial-broadcast outage in the same county
(creating a triple-failure on alerting paths for the affected population). COMCON moves to 3 NOMINAL-
DEGRADED only when the active severe-weather threat overlay clears AND at least four of the seven
CONUS critical-gap transmitters return to service.

Top-5 actions for this cycle
1. Patch NGINX CVE-2026-42945 fleet-wide and verify ASLR posture by EOD Monday.
2. Enable Microsoft Exchange EEMS within 48 hours; prepare for permanent patch deployment.

3. Pre-position household shelter and power-out plans across KS/OK/TX/NE/IA/MO/AR/WI for 18-22
MAY threat window.

4. NWR-coverage-gap households verify two-of-three non-NWR alert paths through the threat
window.

5. Audit Cisco SD-WAN patch status; re-baseline detections for XenShell + Godzilla web shells.
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What’s in DTR Full that this brief omits:

* Full SALUTE detail per FLASH entry (Size/Activity/Location/Time/Equipment/Unit)
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* Collection Gaps callouts (what the analyst CANNOT see)
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* Sector Impact Matrix (threats x Healthcare/Bank-Fin/Manuf/Transport/Energy/Pub-Sec)

 Carryover monitor sections (Cyber 4A, Geo/lO 4B, Energy 5, Aviation 6, Wx 7, Space Wx 7A, Ag 7B)

* Analytical Integrity disclosure (Risk Score methodology + ICD 203 estimative scale)
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