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PREP-CON 3 
ELEVATED 

Cyber: FLASH 
Finance: HIGH 
Supply: HIGH 

 

⚑  PATIENT SAFETY & FACILITY OPERATIONS — CYBER THREATS 

 
HIGH HC-CYBER-002: Iranian APT Targeting Hospital OT/ICS/PLCs — CISA AA26-097A (Precautionary 

Advisory) 
IMPACT: CISA AA26-097A (07 Apr) documents Iranian APT capability and active exploitation of OT/ICS/PLCs across 
US critical infrastructure — healthcare is named in scope. No confirmed US healthcare OT compromise is publicly 
identified in the advisory; this is an assessed threat posture, not a confirmed incident. Default credentials are the 
documented exploit vector. HVAC, power management, automated pharmacy dispensing, and lab automation systems 
are in the target category. Iranian OT capability is confirmed against industrial targets (Predatory Sparrow 2021); 
transfer to US hospital OT is plausible but unconfirmed. 
ACTION: Inventory all internet-connected OT/ICS/PLC systems. Change all default credentials — primary vector per 
AA26-097A. Segment OT from clinical IT. Include OT cyber disruption scenario in next annual EP exercise (CMS CoPs 
requirement, now explicitly required by AA26-097A). 

 ANALYSIS: Pre-positioning is the primary risk — not an immediate OT shutdown but access staged for Iranian use at 
a time of their choosing, including post-ceasefire when defensive attention relaxes. Healthcare OT is systematically 
under-monitored; absence of a confirmed incident is not absence of compromise. 
ALT HYP: ALT (LIKELY): Advisory is precautionary — no confirmed US healthcare OT compromise; urgency is 
capability-based, not incident-based. Controls remain fully warranted regardless. ALT (POSSIBLE): Durable Islamabad 
ceasefire reduces tempo but does not neutralize pre-positioned access. 
SOURCE: CISA AA26-097A (07 Apr 2026) 

FLASH HC-CYBER-001: Storm-1175 / Medusa Ransomware — Healthcare Named as Primary Target Sector 
IMPACT: Microsoft Threat Intelligence (06 Apr) names healthcare as a primary target sector alongside financial 
services and education. No specific healthcare victim organizations are publicly identified in the advisory — the 
warning may be partly precautionary ahead of anticipated targeting rather than confirmation of widespread current 
compromise. The group's sub-24hr CVE weaponization cycle is documented across all named sectors. 16+ CVEs 
exploited; zero-days confirmed: CVE-2026-23760 (SmarterMail), CVE-2025-10035 (GoAnywhere MFT). Healthcare 
breach costs average $10.9M (IBM Security 2025) — financial exposure if targeted is not in dispute. 
ACTION: Patch internet-facing systems within 24–48 hrs of CVE disclosure. Enable Windows Defender tamper 
protection tenant-wide (Storm-1175 disables it pre-detonation). Monitor LSASS/NTDS credential dump alerts — this is 
the pivot from initial access to domain-wide ransomware. Verify 72-hr backup restoration — test it, do not just confirm 
existence. 

 ANALYSIS: FLASH is retained because Storm-1175's CVE weaponization timeline is shorter than most healthcare 
patch cycles — the sector is functionally vulnerable even without a confirmed incident. Critical distinction: Iranian wiper 
(no ransom, no recovery path) and Storm-1175 ransomware have different TTPs and require different response 
protocols — do not manage them as a single threat track. 
ALT HYP: ALT (POSSIBLE): Advisory may be partly precautionary — no named healthcare victims confirmed; 
CISA/FBI Medusa advisory (Mar 2025) documented 300+ victims across CI sectors broadly. Controls remain identical 
regardless. ALT (PLAUSIBLE): Zero-day capability suggests state-adjacent resource access beyond purely financial 
motivation; healthcare data carries strategic intelligence value, but Microsoft's attribution remains "financially 
motivated." 
SOURCE: Microsoft Threat Intelligence (06 Apr 2026) 

FLASH HC-CYBER-ADM: Admin Credential Exploit (Stryker Lesson): Cloud MDM = Enterprise-Wide Destruction 
Risk 
IMPACT: A compromised Microsoft Intune global admin account was used to wipe an estimated ~80,000 devices — 
no custom malware required. Figure per Stryker 8-K (company self-report; Palo Alto Unit 42 forensic investigation 
ongoing, final numbers may differ). DOJ affidavit confirms direct operational impact: paramedics lost ECG transmission 
capability, surgical cases delayed, ordering and manufacturing disrupted approximately three weeks. Stryker declared 
fully operational 01 Apr. 
ACTION: Enforce MFA on ALL cloud device management admin accounts (Intune, Jamf, SCCM). Configure alerts for 
new global admin account creation — confirmed Stryker attack vector. Audit current global admin account inventory 
immediately. 

https://www.cisa.gov/alerts-advisories
https://www.microsoft.com/en-us/security/blog/2026/04/06/storm-1175-focuses-gaze-on-vulnerable-web-facing-assets-in-high-tempo-medusa-ransomware-operations/
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 ANALYSIS: Risk profile applies to any cloud MDM platform with global admin access — hospitals on Jamf, SCCM, or 
equivalents have identical exposure. This was a wiper attack: no ransom demand, no decryption key, no negotiation 
path — recovery depends entirely on backup integrity, which is a different IR posture than ransomware. 
ALT HYP: No material alt on mechanism — DOJ and Stryker 8-K are convergent. WATCH: Unit 42 investigation 
ongoing; if customer/partner system access is confirmed, hospital procurement teams have a direct exposure decision. 
SOURCE: DOJ Affidavit via The Record 

 

⚑  REGULATORY COMPLIANCE — FINANCIAL & REPUTATIONAL RISK 

 
HIGH HC-REG-001: HIPAA Security Rule Final Rule — ~7 Weeks to Scheduled Publication (Outcome 

Uncertain) 
IMPACT: Three live scenarios: (A) Finalized May 2026 as scheduled — 240-day compliance clock starts, $9B first-
year cost (OCR estimate), all "addressable" specs become mandatory: MFA for all ePHI access, encryption at 
rest/transit, vulnerability scans every 6 months, annual pen testing, 72-hr recovery capability, BA verification, written 
asset inventory. (B) Delayed 60–90 days — additional window; same requirements. (C) Withdrawn — CHIME-led 100+ 
hospital coalition has formally petitioned for withdrawal; OCR Director Stannard did not confirm issuance at HIMSS 
March 2026; withdrawal is a material probability under the current deregulatory posture. 
ACTION: Begin gap analysis now regardless of outcome. The cyber threat environment (Iranian wiper + Medusa 
ransomware) requires these controls as operational security measures independent of any regulatory mandate. Do not 
wait for publication. 

 ANALYSIS: Action is identical across all three scenarios — waiting for regulatory clarity is a threat-environment error, 
not just a compliance planning error. Withdrawal removes the enforcement backstop only; OCR levied $10M+ in 
penalties in 2025 under existing authority, and breach costs ($10.93M average) exceed compliance investment under 
any scenario. 
ALT HYP: ALT (MATERIAL PROBABILITY): Withdrawal is plausible — Biden-era proposal, CHIME petition, $9B cost, 
Stannard non-commitment at HIMSS. Compliance investment remains justified regardless. ALT (LIKELY if proceeds): 
Slimmed rule with extended timeline; preparing to the full proposed standard is the risk-minimizing approach 
regardless of final scope. 
SOURCE: HIPAA Journal — Final Rule Update 

HIGH HC-REG-002: CIRCIA Mandatory Cyber Incident Reporting — Final Rules Expected May 2026 
IMPACT: Healthcare is covered critical infrastructure under CIRCIA. Final rules expected May 2026. Upon enactment: 
72-hr breach reporting to CISA; 24-hr ransomware payment reporting. Both a Storm-1175/Medusa ransomware event 
AND an Iranian OT disruption event at a hospital would be reportable. Reporting timelines are shorter than most 
current hospital IR plan assumptions. 
ACTION: Update IR plan now for CIRCIA reporting timelines. Confirm IR tabletop includes ransomware payment 
decision protocols — the 24-hr clock on payment reporting will force decisions that most organizations have not pre-
authorized at the executive level. 

 ANALYSIS: The 24-hr ransomware payment reporting clock is the operationally disruptive element — Storm-1175 can 
detonate within 24 hrs of initial access, meaning the reporting clock may start before the full scope is assessed. Few 
organizations have pre-authorized executive payment decision frameworks at the speed CIRCIA requires. 
ALT HYP: ALT (POSSIBLE): Final rules delayed past May 2026 — CIRCIA has already slipped once. IR plan updates 
remain operationally justified regardless; the statute is enacted, only implementation rules are pending. 
SOURCE: CISA CIRCIA Overview 

 

⚑  FINANCIAL PRESSURE & REIMBURSEMENT 

 
HIGH HC-FIN-001: OBBBA Medicaid Restructuring — Structural Baseline Pressure + Active Near-Term 

Triggers 
IMPACT: Enhanced FMAP sunset is a standing structural condition effective 01 Jan 2026 — not new this cycle. Active 
near-term triggers: Work requirements IFR due June 1 (not subject to public comment; states must build verification 
systems before guidance arrives); CBO projects 5.3M coverage losses by 2034; Medicare PAYGO 4% provider cuts 
active 2026–2034 absent Congressional action. Countervailing: OBBBA Rural Health Transformation Program ($50B 
over 5 years) provides a funded offset opportunity for eligible organizations. Safety-net and children's hospitals remain 
most exposed (Medicaid ≈ 54% gross revenue at children's hospitals). 
ACTION: Model revenue impact by population segment against the June 1 IFR timeline. Build Medicaid work-
requirement verification systems before guidance arrives — states cannot wait for the IFR. Engage AHA/AMA on 

https://therecord.media/stryker-cyberattack-malware-iran
https://www.hipaajournal.com/final-rule-implementing-hipaa-security-rule-updates-edges-closer/
https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/cyber-incident-reporting-critical-infrastructure-act-2022-circia
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PAYGO sequestration. Position for Rural Health Transformation Program access — this is a funded opportunity, not 
only a risk item. 

 ANALYSIS: June 1 IFR is the critical pressure point — no comment period, no delay mechanism; verification 
infrastructure must be built before guidance arrives. The Rural Health Transformation Program ($50B/5yr) is frequently 
overlooked — organizations not positioning now will be late to a competitive, finite-funding grant process. 
ALT HYP: ALT (POSSIBLE): Work requirements enjoined by litigation — prior attempts (2018–19) were struck down; 
verification investment is repurposable for redetermination workflows regardless. ALT (POSSIBLE): Congressional 
PAYGO waiver plausible given bipartisan rural hospital opposition to the 4% cut — monitor AHA/AMA advocacy 
through Q3. 
SOURCE: KFF Medicaid Work Requirements Analysis 

HIGH HC-FIN-002: 340B RFI Comment Deadline — 20 April 2026 (10 Days — Action Required) 
IMPACT: HRSA signals expansion to all 25 IRA-negotiated drugs through 2027. Additional ICR due April 27. White 
House FY2027 budget proposes HRSA→CMS oversight transfer — major administrative restructuring if enacted. 
Earliest pilot program start: January 2027. 
ACTION: Submit or finalize comments by April 20. Engage legal and compliance on ICR due April 27. Monitor 
Congressional appropriations for HRSA→CMS transfer language — if enacted, requires significant administrative 
restructuring for all covered entities. 

 ANALYSIS: Rebate model shift imposes immediate cash flow burden — upfront discounts fund operations; back-end 
rebates require float. HRSA→CMS transfer, if enacted, is the largest structural change to 340B since inception and will 
likely increase audit activity regardless of policy direction. 
ALT HYP: ALT (POSSIBLE): HRSA→CMS transfer fails in appropriations — advocacy opposition is strong. ALT 
(POSSIBLE): Pilot delayed past Jan 2027; HRSA has already extended deadlines once. Monitor Apr 20 submission 
volume as a leading indicator of timeline confidence. 
SOURCE: HRSA 340B Rebate Model Program 

 

⚑  SUPPLY CHAIN 

 
HIGH HC-SC-001: Strait of Hormuz Closure — Medical Supply Cost Pressure Elevated 

IMPACT: IRGC has asserted mines in Larak Island corridors (IRGC official statements, 09 Apr); independent 
verification via NAVCEN/Lloyd's/Windward AIS not confirmed in this edition — treat as assessed, not confirmed. 
Reported: zero oil tanker transits 08 Apr, ~800 vessels staged. Price pressure documented: diesel +60%, jet fuel 
+117% vs. pre-war baseline, ocean freight +37%. Cape route diversion adds weeks to Asia-origin medical device and 
pharmaceutical shipments. 
ACTION: Maintain 60-day critical medication buffer. Verify formulary alternatives for Hormuz-sourced APIs. Factor fuel 
cost increases into Q2 logistics budgets. Monitor NAVCEN and Lloyd's List for independent transit confirmation. 

 ANALYSIS: Two exposure profiles: direct (APIs/generics with Gulf routing) and indirect (fuel cost pass-through on all 
categories — immediate and largely unavoidable). Zero transits post-ceasefire (08 Apr) confirms the physical situation 
is not resolved by a diplomatic declaration; normalization lags mine clearance and vessel restaging by weeks. 
ALT HYP: ALT (POSSIBLE): Mine claims are exaggerated for Islamabad negotiating leverage — IRGC has a 
documented history of maritime threat posturing. Independent AIS data (Windward, Kpler) is the key discriminator. ALT 
(POSSIBLE): Durable ceasefire restores transit within 2–4 weeks — monitor Kpler vessel movement as the leading 
normalization indicator. 
SOURCE: DTR Enterprise Edition (09 Apr 2026) — primary sourcing; independent verification pending 

 
KEY DATES Apr 20: 340B RFI deadline  |  Jun 1: Medicaid Work Req IFR (no comment period)  |  ~May 2026: HIPAA 

Security Rule final rule + CIRCIA  |  Oct 1: Non-citizen Medicaid eligibility narrowed 

 

ESCALATION THRESHOLD: Confirmed Medusa ransomware hitting a US hospital EHR or clinical system — OR — a third 
confirmed Iranian cyber event against a US hospital (not device manufacturer) = activate incident command and board notification 
immediately. 

 
Full intelligence suite: fortunefavorstheprepared.com/dtr/  |  DTR Full  |  DTR Lite  |  Daily Preparedness Brief  |  Semper Paratus. Semper 

Gumby. 

https://www.kff.org/medicaid/a-closer-look-at-the-work-requirement-provisions-in-the-2025-federal-budget-reconciliation-law/
https://www.hrsa.gov/opa/340b-model-pilot-program
https://fortunefavorstheprepared.com/dtr/
https://fortunefavorstheprepared.com/dtr/

