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PREP-CON PREP-CON 3 — ELEVATED | Trend: SUSTAINED

COMCON COMCON 4 — PARTIALLY DEGRADED (CONUS) | Basis: CISA AA26-097A OT/PLC + Patriot
RECC MA + G1 Watch 10-11 APR

Analyst / Watch Fortune Favors the Prepared — OSINT Desk

Officer

A PREPAREDNESS CONDITION 3 — ELEVATED A

Ceasefire Day 2 — Op Epic Fury Day 41. Two simultaneous nation-state-adjacent cyber actors targeting healthcare: Iran
MOIS/Handala (wiper/destructive, no ransom) and Storm-1175 (China-nexus Medusa ransomware, financially motivated,
sub-24hr attack cycle). CISA AA26-097A (07-APR) documents Iranian APT actively targeting US OT/ICS/PLCs —
healthcare Cl in scope. Stryker fully operational 01-APR; Unit 42 investigation continues. OBBBA in phased
implementation. HIPAA Security Rule ~7 weeks from scheduled May 2026 publication — OCR has not confirmed issuance.

Full PREP-CON:

COMMUNICATIONS CONDITION: COMCON 4 — PARTIALLY DEGRADED (CONUS)

CONUS basis: CISA AA26-097A Iranian APT vs. US OT/ICS/PLC (07-APR, Day 2) | Stryker MOIS/Handala wiper
confirmed healthcare sector target | Patriot RECC MA Day 6 | CH HSS G1 watch 10—-11 APR | NET-001/002/003 NSTR
CONUS.

BOTTOM LINE UP FRONT
09 APRIL 2026 | PREP-CON 3 ELEVATED | SUSTAINED | OPERATION EPIC FURY DAY 41 | CEASEFIRE DAY
2
FLASH (Score 20-25)
» NEW HC-CYBER-001: Storm-1175/Medusa (China-nexus) ransomware — healthcare primary target sector,
US/UK/Australia. Sub-24-hour attack cycle. 16+ CVEs weaponized. Zero-days CVE-2026-23760 (SmarterMail), CVE-2025-
10035 (GoAnywhere MFT). Microsoft Threat Intelligence 06-APR attribution. Score: 22.
» NEW HC-CYBER-002: CISA AA26-097A (07-APR) — Iranian APT actively targeting US OT/ICS/PLCs. Healthcare
critical infrastructure explicitly in scope. Default credentials exploited. IOCs and YARA/SIGMA signatures published. Score:
21.
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» FLASH HC-REG-001: HIPAA Security Rule final rule — ~7 weeks to scheduled May 2026 publication. OCR has not
confirmed issuance. CORRECTION: compliance window is 240 days (not 180). OCR estimates $9B first-year cost. All
"addressable" specs become mandatory if finalized. Score: 20.

HIGH (Score 12-19)

» CONTINUED HC-FIN-001: OBBBA Medicaid restructuring — enhanced FMAP sunset LIVE (1-Jan-2026). Work
requirements HHS IFR due June 1 (NOT subject to public comment). CBO: work req specifically cause 5.3M to lose
coverage by 2034. States must build verification systems before guidance arrives. Score: 18.

» CONTINUED HC-FIN-002: 340B RFI comment deadline 20-APR — 11 days. HRSA signals expansion to all 25 IRA-
negotiated drugs through 2027. Additional ICR due April 27. White House FY2027 budget proposes HRSA—CMS transfer.
Score: 16.

» CONTINUED HC-SC-001: Hormuz closure — IRGC mines confirmed Larak Island corridors (09-APR). Zero oil tanker
transits 08-APR; ~800 vessels staged. Diesel +60%, jet fuel +117% vs pre-war. Medical device/supply logistics cost
pressure elevated. Stryker RESOLVED 01-APR. Score: 15.

» CONTINUED HC-REG-002: CIRCIA final rules expected May 2026 — healthcare is covered CI. 72-hr breach reporting
and 24-hr ransomware payment reporting obligations. Storm-1175 and Handala events would both be reportable. Score:
14.

HC-WF-001: Workforce pressures — near 1-in-5 nursing vacancies rural. 1.1M noncitizen healthcare workers
facing enforcement uncertainty. Physician shortage projected 86,000 by 2036. OBBBA caps med school loans ($50K/yr,
$200K total) effective July 2026. Score: 9.

HC-REG-003: CMS LTC staffing standards REPEALED (IFR Feb 2, 2026) — OBBBA enforcement moratorium
to Sept 2034. Update compliance tracking accordingly. Score: 8.

ANALYTICAL NOTE: Three simultaneous cyber threat tracks targeting healthcare this cycle: (1) MOIS/Handala —
wiper/destruction, no ransom, confirmed attribution (DOJ 21-MAR), OT/ICS targeting per AA26-097A. (2) Storm-
1175/Medusa — China-nexus ransomware, financially motivated, sub-24hr N-day exploitation cycle. (3) Pre-positioned
Iranian OT capability — CISA AA26-097A, healthcare Cl named. These are not the same threat: TTPs differ, response
protocols differ, patient safety risk profiles differ. Manage all three concurrently.

COMCON 4 CONUS: basis — CISA AA26-097A OT/ICS/PLC Day 2 + Stryker/MOIS healthcare sector confirmed +
Storm-1175 healthcare active targeting + Patriot RECC MA Day 6 + G1 watch 10-11 APR.

FLASH ENTRIES — IMMEDIATE OPERATIONAL SIGNIFICANCE

HC-CYBER-001 | Storm-1175 (China-Nexus) Medusa Ransomware — Healthcare Primary NEW FLASH | Score:
Target Sector, Sub-24-Hour Attack Cycle 22

SALUTE

Summary EVENT DATE: 06 April 2026. Microsoft Threat Intelligence published the first detailed public attribution of

Storm-1175, a China-nexus financially motivated group operating as a Medusa ransomware-as-a-service
affiliate since at least 2023. Healthcare is explicitly named as a primary target sector alongside education
and financial services across the US, UK, and Australia. Storm-1175 weaponizes N-day vulnerabilities — the
gap between public disclosure and widespread patch adoption — completing the full attack chain from initial
access to data exfiltration to ransomware deployment often within a few days and in some cases within 24
hours. Since 2023, the group has exploited 16+ CVEs across Microsoft Exchange, Ivanti Connect Secure,
ConnectWise ScreenConnect, GoAnywhere MFT, BeyondTrust Remote Support, and SmarterMail.

Zero-day exploitation confirmed: CVE-2026-23760 (SmarterMail, critical auth bypass) was exploited a full
week before public disclosure. CVE-2025-10035 (GoAnywhere MFT, max-severity) also exploited as zero-
day. CVE-2026-1731 (BeyondTrust Remote Support, critical RCE) is the most recent N-day documented.
Post-exploitation: Storm-1175 deploys RMM tools (Atera, AnyDesk, ScreenConnect) for persistence, uses
PDQ Deployer for mass ransomware push, dumps LSASS/NTDS credentials via Impacket and Mimikatz,
and disables Microsoft Defender tamper protection before detonating Medusa payloads. For credential
access, attackers toggle WDigest credential caching via registry and target domain controllers to harvest
NTDS.dit.

Source: Microsoft Threat Intelligence 06-APR-2026 | Cloud Security Alliance 07-APR-2026 | Dark Reading 07-
APR-2026 | CISA/FBI/MS-ISAC Medusa Advisory 12-MAR-2025 (300+ victims documented across Cl sectors).
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Analyst CRITICAL DISTINCTION: Storm-1175 is a separate, simultaneous threat from Iran MOIS/Handala. Iran
Assessment = wiper/destruction, no ransom, geopolitical intent. Storm-1175 = double-extortion ransomware,

financially motivated, high-velocity N-day exploitation. The response protocols are different.

The defining operational characteristic is speed. Storm-1175 has documented weaponization of disclosed
CVEs within 24 hours of public disclosure — faster than most healthcare organizations’ patch cycles.
Organizations that do not patch internet-facing systems within 24—48 hours of CVE disclosure are actively at
risk.

Priority controls: (1) Audit and patch all internet-facing systems for CVEs within 24—48 hours of disclosure.
(2) Enable Windows Defender tamper protection tenant-wide — Storm-1175 disables it before detonation.
(3) Monitor LSASS credential dump alerts — this is the pivot from initial access to domain-wide ransomware.
(4) Verify 72-hour backup restoration capability. Both proposed HIPAA Security Rule and CIRCIA require
demonstrated recovery capability.

(A R ALT A: Storm-1175 Healthcare Impact May Be Overstated [POSSIBLE]

Microsoft's advisory names healthcare as a "primary target sector" but does not publicly identify specific
victim organizations or the number of healthcare entities compromised. The advisory may be partly
precautionary — warning healthcare ahead of anticipated targeting rather than confirming widespread
current compromise.

Supporting Evidence:

No named healthcare victim organizations in the Microsoft advisory. CISA/FBI/MS-ISAC Medusa advisory
(Mar 2025) documented 300+ victims across Cl sectors, not specifically healthcare. Advisory language
("heavily impacting") is consistent with observed attacks in adjacent sectors.

Ruling-Out Evidence:

Health-ISAC reported 455 ransomware incidents against health organizations globally in 2025. Healthcare
data average breach cost exceeds $10M (IBM Security). Storm-1175 has documented zero-day capability

and has demonstrated successful intrusions against all named target sectors. The absence of publicly
named victims reflects non-disclosure norms, not absence of attacks.

ALT B: Storm-1175 Has State Sponsorship Beyond Purely Financial Motivation [PLAUSIBLE]

Microsoft describes Storm-1175 as "financially motivated" but notes an "evolved development capability or
new access to exploit brokers." China-nexus ransomware actors (Lazarus, Storm-2603) have been
documented conducting state-adjacent intelligence operations using RaaS platforms as cover.

Supporting Evidence:

Healthcare data has strategic intelligence value beyond ransom: clinical trial results, patient cohort data,
device vulnerability intelligence. China-nexus groups have documented interest in US health research data.
Zero-day capability is inconsistent with purely financially motivated criminal group and suggests state-
adjacent resource access.

Ruling-Out Evidence:

Microsoft's own attribution is "financially motivated." Zero-day access could be procured through exploit
broker markets without state direction. Medusa RaaS is a mature criminal platform with documented pure-
financial operators. Ransom demands are made and payments pursued, inconsistent with intelligence
collection as primary objective.

HC-CYBER-002 | CISA AA26-097A: Iranian APT Targeting US OT/ICS/PLCs — Healthcare NEW FLASH | Score:
Critical Infrastructure In Scope 21

SALUTE

Summary EVENT DATE: 07 April 2026. CISA issued Advisory AA26-097A documenting Iranian APT groups (MOIS-

affiliated and IRGC Cyber Command-linked) conducting active exploitation of internet-connected
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Analyst
Assessment

ALT HYP

Programmable Logic Controllers (PLCs) and Operational Technology (OT) systems across US critical
infrastructure sectors. Healthcare is a named critical infrastructure sector. Key technical finding: actors are
exploiting default credentials, unpatched HMI interfaces, and exposed OT systems to stage pre-positioning
for disruptive operations. IOCs and YARA/SIGMA detection signatures are published. Ceasefire declared
07-APR but IRGC stated "hands remain on trigger."

Healthcare OT scope: building automation, HVAC, power management, automated pharmacy dispensing
systems, laboratory automation, and any internet-connected equipment management systems. The advisory
follows the confirmed MOIS/Handala Stryker wiper attack (11-MAR, DOJ attributed 21-MAR) and the IRGC
declaration of 18 US tech companies as "legitimate targets" (01-APR).

Source: CISA AA26-097A 07-APR-2026 | Industrial Cyber 07-APR | DTR Enterprise Edition 09-APR-2026 (CYB-
005 entry, FLASH | Day 2).

Priority controls: (1) Immediately inventory all internet-connected OT/ICS/PLC systems in hospital facilities
— building automation, HVAC, power, pharmacy, lab. (2) Enforce default credential changes on all OT/HMI
interfaces — default credentials are the primary exploitation vector per AA26-097A. (3) Segment OT
networks from clinical IT networks. OT/IT convergence is the primary attack surface for this threat track.

Note for EP/HSEEP officers: CISA AA26-097A makes cyber disruption of OT systems an explicitly required
active threat vector for CMS Conditions of Participation Emergency Preparedness annual exercises. Include
building automation and pharmacy automation failure scenarios.

ALT A: AA26-097A Is a Precautionary Warning, Not Evidence of Confirmed Healthcare OT Compromise

[LIKELY]

CISA advisories for OT/ICS sectors are frequently issued as precautionary alerts based on threat
intelligence about actor TTPs and capabilities, not necessarily confirmed attacks on specific healthcare OT
systems. The advisory does not name a healthcare-sector OT compromise.

Supporting Evidence:

No confirmed US healthcare OT system compromise publicly attributed in this advisory. Iranian actors have
demonstrated capability against industrial control systems (Predatory Sparrow 2021 Israeli water system)
but confirmed US healthcare OT compromise remains unverified. Advisory language ("targeting" and "active
exploitation") is consistent with observed attempts, not confirmed impact.

Ruling-Out Evidence:
MOIS Handala confirmed active targeting of US medical technology sector (Stryker 11-MAR). Iranian
OT/ICS capability is confirmed against multiple industrial targets. CISA would not issue an advisory without

underlying threat intelligence. Healthcare OT systems are systematically under-monitored and under-
patched — lack of confirmed reports does not mean absence of compromise.

ALT B: Ceasefire Reduces Near-Term Iranian Cyber Tempo [POSSIBLE but Limited]

A durable ceasefire agreement from Islamabad talks (10-APR) could reduce Iranian incentive for escalatory
cyber operations against US infrastructure. Iranian cyber pre-positioning has some cost in terms of
operational security exposure.

Supporting Evidence:

First no-strike night since 28-FEB confirmed 08—09 APR, signaling partial IRGC restraint. Iran FM Araghchi
is traveling to Islamabad, suggesting diplomatic investment. Iranian economy is severely damaged;
leadership may prefer consolidation over continued cyber escalation.

Ruling-Out Evidence:

MOIS Handala operated through ceasefire talks via Starlink bypass — demonstrating cyber operations are
decoupled from diplomatic status. IRGC stated "hands remain on trigger." Pre-positioned OT capability
requires no active command-and-control to execute. Iranian cyber operations historically continue through
diplomatic periods. AA26-097A was issued after ceasefire declaration, indicating CISA assesses continued
threat.
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HC-REG-001 | HIPAA Security Rule Final Rule: ~7 Weeks to Scheduled Publication — 240- FLASH | Score: 20

Day Compliance Window if Finalized

SALUTE

Summary

Analyst
Assessment

ALT HYP

EVENT DATE: Ongoing. Latest signal: HIMSS Conference, March 2026. The HIPAA Security Rule NPRM
(issued 27 December 2024, first major update since 2013) remains on OCR’s regulatory agenda for May
2026 finalization — approximately seven weeks from this edition. OCR Director Paula M. Stannard
acknowledged at HIMSS that OCR has received 4,700+ comments and is "still parsing" them. She did not
confirm the rule will progress to final form per the scheduled timeline.

CORRECTION FROM VOL. 1 NO. 1: Compliance window is 240 days from publication (not 180 as
previously reported). OCR estimates $9 billion first-year compliance cost across all covered entities and
business associates. If finalized: ALL "addressable" specifications become mandatory; required within 240
days: MFA for all ePHI access, encryption at rest and in transit, vulnerability scans every 6 months, annual
penetration testing, 72-hour system recovery capability, annual business associate verification, written
technology asset inventory and network map.

Source: HIPAA Journal — Final Rule Edges Closer | Alston & Bird — Still on Track | HHS OCR NPRM Fact Sheet
| Healthcare Law Insights Feb 2026

Three scenarios remain live and require differentiated planning:

(A) Finalized May 2026 as scheduled, potentially slimmed — 240-day compliance clock starts. Begin gap
analysis now. (B) Delayed 60—90 days — additional preparation window; actions in (A) still apply. (C)
Withdrawn — industry coalition led by CHIME has formally petitioned for withdrawal; politically plausible
under Trump administration deregulatory posture.

Gap analysis must be underway now regardless of final rule outcome. The underlying cyber threat
environment (Iranian wiper attacks + Storm-1175 ransomware) requires these controls as operational
security measures independent of regulatory mandate. Healthcare data breaches average $10.93M —
highest of any industry. [IBM Security Cost of a Data Breach 2025]

ALT A: Rule Is Withdrawn or Indefinitely Delayed Under Deregulatory Pressure [MATERIAL

PROBABILITY]

The proposed rule runs counter to the Trump administration’s stated deregulatory agenda. OCR Director
Stannard has not publicly confirmed the rule will be finalized on schedule. The rule was proposed in the final
days of the Biden administration — a pattern consistent with rules later withdrawn by a successor
administration.

Supporting Evidence:

CHIME-led 100+ hospital coalition formally petitioned for withdrawal citing "crushing compliance burden."
OCR cost estimate of $9B first-year creates significant political pressure under a deregulatory White House.
Director Stannard’s non-commitment at HIMSS is a notable departure from standard regulatory posture.
Rule was a Biden-era proposal.

Ruling-Out Evidence:

Rule remains on the official HHS regulatory agenda for May 2026 as of this edition. Director Stannard stated
the rule has not been withdrawn and expressed continued support for its intent. The current cyber threat

landscape (Iranian wiper + China-nexus ransomware) creates political rationale for maintaining cybersecurity
mandates. OCR 2025 enforcement levied $10M+ in HIPAA penalties, indicating active enforcement posture.

ALT B: Slimmed Rule with Extended Compliance Timeline [LIKELY if rule proceeds]

If OCR responds to 4,700+ comments by removing some requirements and extending the compliance
window beyond 240 days, smaller covered entities and rural hospitals gain relief while the cybersecurity
baseline is reduced from the proposed standard.

Supporting Evidence:
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4,700+ comments is an unusually high volume signaling strong stakeholder engagement. Industry feedback
consistently cited compliance burden, particularly for smaller entities. Trump administration has shown
willingness to extend implementation timelines for regulatory requirements across sectors.

Ruling-Out Evidence:
A slimmed rule does not change immediate preparation actions. Controls required by a slimmed rule will be

a subset of those proposed, meaning organizations preparing for the full proposed rule will be compliant
regardless of what is ultimately published. Planning to the full standard is the risk-minimizing approach.

LEGISLATIVE & REGULATORY TRACKER — 4-LANE ANALYSIS — 09 APR 2026

Status column color coding: Red = Effective/Live | Orange = Immediate action required | Amber = Pending/Proposed | Navy
= Monitor/Watch | Green = Resolved. Changes from Vol. 1 No. 1 noted.

LANE 1: FEDERAL LEGISLATIVE

OBBBA — Enhanced Fed Leg LIVE NOW Model revenue impact of higher state 1 Jan 2026
FMAP Sunset (Medicaid share on expansion populations. Safety-

expansion 90% match net and children's hospitals (54%

ends) Medicaid gross revenue) most exposed.

OBBBA — Non-citizen Fed Leg OCT 2026 Identify affected patient populations. 1 Oct 2026
Medicaid eligibility Model uncompensated care increase.

narrowed (refugees, Update charity care and financial

asylees, humanitarian assistance policies.

parolees)

OBBBA — Semi-annual Fed Leg DEC 2026 Prepare for increased uninsured volume 31 Dec 2026
redeterminations + beginning Q1 2027. Update collections

retroactive eligibility cut policies.

(90—30 days)

OBBBA — Work Fed Leg IFR JUNE 2026 Build verification systems NOW before 1 Jan 2027

requirements (80
hrs/month). HHS IFR due
June 1 — NOT subject to
public comment.

guidance arrives. Outreach required Sept
2026. CBO: 5.3M lose coverage.

OBBBA — Medicare Fed Leg TRIGGERED Engage AHA/AMA advocacy. Monitor 2026-2034
PAYGO sequestration appropriations. Absent Congressional

(4% provider cuts action, 4% cut is default 2026-2034.

triggered)

OBBBA — Rural Health Fed Leg ACTIVE Submit rural health transformation 2026 onward
Transformation Program blueprint to CMS. $10B/yr for workforce,
($50B over 5 years) technology, prevention.

White House FY2027 Fed Leg Monitor Congressional action. If enacted: = FY2027
Budget — 340B oversight major administrative restructuring for all

moved from HRSA to covered entities.

CMS
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LANE 2: FEDERAL REGULATORY (CMS / HHS / OCR / FDA)

HHS OCR SCHED. MAY

2026

HIPAA Security Rule —
Final Rule. 240-day
compliance window. OCR
$9B first-year cost
estimate.

CIRCIA — Mandatory
Cyber Incident Reporting.
72-hr to CISA; 24-hr
ransomware payment.

CISA/DHS

FINAL MAY 2026

DEADLINE 20-
APR

340B Rebate Model RFI
— deadline 20-APR.
HRSA signals expansion
to 25 drugs/2027.

HRSA

340B Child Site VACATED
Registration — Court
vacated HRSA
requirement (3 Mar
2026). 5th Cir upheld LA

contract pharmacy law.

HRSA/Court

CY 2026 OPPS Final EFFECTIVE
Rule — 2.6% net update;
site-neutral drug admin; -
0.5% non-drug offset
accelerating to ~2% in

2027.

CMS

CISA AA26-097A —
Iranian APT OT/ICS/PLC
Advisory. Healthcare ClI
in scope.

CISA ACTIVE 07-APR

LTC Minimum Staffing REPEALED
Standards — REPEALED
by CMS IFR (Feb 2,
2026). OBBBA delays
enforcement to Sept

2034.

CMS

LANE 3: ACCREDITATION & STANDARDS

_

Joint Commission — TJC
Cybersecurity Standards
(EC.02.04.03), aligned

NIST CSF

ACTIVE

CMS
CoPs

CMS CoPs — Emergency ACTIVE
Preparedness. Cyber
disruption (OT/ICS) is now
a required active threat

vector per AA26-097A.

ACTIVE

DNV / NIAHO —
Cybersecurity and EHR

DNV

Gap analysis underway NOW: MFA, ~Jan 2027 enforce
encryption, vuln scans qém, pen test,
72-hr recovery, BA verification, network

map.

Update IR plan for 72-hr CISA reporting
and 24-hr ransomware payment
reporting. Both Storm-1175 and Handala
events are reportable.

May 2026

Submit comments by 20-APR.

Additional ICR due April 27. Earliest pilot
start: Jan 2027. Monitor HRSA—CMS
transfer.

20 Apr 2026

Restore de-registered child sites.
Monitor ~2-May federal appeal deadline.
Update state contract pharmacy
compliance map.

~2 May 2026

Assess site-neutral drug admin impact. Effective / 2027
Model 2027 OPPS offset. Begin cost
reduction planning for affected

outpatient segments.

Inventory OT systems. Enforce default IMMEDIATE
credential changes. Segment OT from
clinical IT. Include in annual EP

exercise.

Remove from compliance tracking. Effective Feb 2026

OBBBA moratorium until Sept 2034.

Action Required Key Date

Map cybersecurity program to TJC
standards. Survey prep must include
cyber resilience documentation.

Ongoing

Include OT/ICS cyber disruption in Annual
annual EP exercise. AA26-097A makes

this explicitly required.

Cyber resilience documentation is an
active DNV survey element. Storm-1175

Ongoing
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resilience in accreditation + MOIS context increases scrutiny
surveys likelihood.

LANE 4: STATE REGULATORY

Medicaid work States IFR JUNE 2026 Build verification systems before June 2026 / Jan
requirement state (43) guidance arrives. Begin state Medicaid 2027
implementation. HHS IFR agency outreach now.

June 1 (no public
comment). Outreach Sept
2026.

340B contract pharmacy Multiple UPHELD Verify compliance with applicable state Ongoing
state laws. 5th Circuit 340B contract pharmacy laws by

upheld LA (31-Mar-2026). operating state.

MN, HI also upheld.

Safe staffing / nurse-to- CA, NY, IL ACTIVE Track ratio requirements by state. Model State-specific
patient ratio legislation. labor cost impact for multi-state systems.
CA mandatory; NY, IL

advancing.
State AG consumer NY, CA, ACTIVE Audit patient billing and collections for Ongoing
protection enforcement MA, MI UDAAP exposure.

(CFPB void). NY, CA, MA,
MI most active.

SECTOR: CYBER THREAT — HEALTHCARE SECTOR SPECIFIC

Healthcare faces two simultaneous nation-state-adjacent cyber actors with fundamentally different profiles. Response
protocols are different. Both must be managed concurrently.

The Stryker Attack — Confirmed Operational Lessons

m Detail / Lesson — Source

Attack vector Phishing compromised Microsoft Intune global admin account. Attackers then created a NEW
global admin account from the compromised one before executing the wipe — no custom
malware required for initial access. [Palo Alto Unit 42 via Stryker 8-K; IBM Security analysis]

Confirmed impact ~80,000 devices wiped (Stryker 8-K); Handala claimed 200,000 across 79 countries. 50 TB
exfiltrated. DOJ: "direct impact on emergency medical services and hospitals in Maryland."
Paramedics lost ECG transmission capability. Surgical delays and case rescheduling week of
March 16. Ordering/manufacturing/shipping disrupted 3 weeks. [DOJ Affidavit via The Record]

Key lesson Admin credential compromise of a cloud device management platform is sufficient for
enterprise-wide destruction with no malware. MFA on ALL admin accounts including
MDM/Intune/Jamf/SCCM is non-negotiable. Alert on new global admin account creation — that
is the Stryker attack vector.

Priority Cyber Control Actions — Healthcare (Both Threat Tracks)

Control Action Priority / Track

Enforce MFA on ALL cloud device management admin accounts (Intune, Jamf, IMMEDIATE — Track 1. Stryker
SCCM). Alert on new global admin account creation. confirmed vector.
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Control Action Priority / Track

Patch internet-facing systems within 24—48 hours of CVE disclosure. Storm-1175 = IMMEDIATE — Track 2. Speed is the
weaponizes within hours. Priority CVEs: CVE-2026-23760 (SmarterMail), CVE- defining characteristic.
2026-1731 (BeyondTrust), CVE-2025-10035 (GoAnywhere MFT).

Enable Windows Defender tamper protection tenant-wide. Storm-1175 disables IMMEDIATE — Track 2.
Defender before Medusa detonation.

Inventory internet-connected OT/ICS/PLC systems. Change all default IMMEDIATE — AA26-097A (Track 1).
credentials immediately. Segment OT from clinical IT. [Per CISA AA26-097A]

Monitor LSASS credential dump alerts (Impacket, Mimikatz signatures). This is IMMEDIATE — Track 2.
the pivot from initial access to domain-wide ransomware.

Verify 72-hour backup restoration. Test restoration, do not just verify backup HIGH — Both tracks + regulatory.
existence. Required under proposed HIPAA Security Rule and CIRCIA.

Engage H-ISAC for sector-specific IOCs on both Handala/MOIS (AA26-097A) HIGH — Both tracks.
and Storm-1175/Medusa (Microsoft 06-APR advisory) threat tracks.

SECTOR: FINANCIAL PRESSURE — MEDICAID, REIMBURSEMENT & 340B

OBBBA — Enhanced FMAP 1 Jan 2026 Model revenue impact. Safety-net/children's hospitals most exposed

Sunset (LIVE) (Medicaid = 54% gross revenue for children's hospitals). [AMA OBBBA
Summary]

OBBBA — Non-citizen eligibility =~ 1 Oct 2026 Identify affected populations. Model uncompensated care increase.

narrowed Update charity care policies.

OBBBA — Work requirements. Jan 2027 Build verification systems before June 2026 IFR arrives. CBO: work req

HHS IFR due June 1 — NOT (outreach specifically cause 5.3M to lose coverage by 2034. [KFF Analysis]
subject to public comment. Sept 2026)

OBBBA — Medicare PAYGO 2026-2034 Engage AHA/AMA advocacy. Absent Congressional action, 4% cut is

4% provider cuts triggered the default.

340B RFI deadline. HRSA 20 APR Submit comments by 20-APR. Additional ICR due April 27. Earliest pilot
signals expansion to 25 IRA 2026 (11 start: Jan 2027. [HRSA.gov; AHA 25-FEB]

drugs/2027. days)

SECTOR: SUPPLY CHAIN, MEDICAL DEVICE & PHARMACY
T

Stryker v RESOLVED (01-APR): "Fully operational across global manufacturing network.
Overall product supply remains healthy." Investigation with Palo Alto Unit 42 continues.
Monitor for findings affecting customer security exposure. [Stryker Customer Updates;
BleepingComputer 02-APR]

Hormuz logistics cost IRGC mines confirmed Larak Island corridors (IRGC official 09-APR). Zero oil tanker
transits 08-APR. ~800 vessels staged. Diesel $5.98/gal (+60%). Jet fuel $195/bbl
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(+117%). Ocean freight +37%. Cape route adds weeks to Asia-origin shipments.
Medical supply cost pressure elevated. [DTR Enterprise 09-APR]

Pharmacy / Drug Supply CISA AA26-097A in scope for automated pharmacy dispensing systems (OT/ICS).
Maintain 60-day critical medication buffer. Verify formulary alternatives for Hormuz-
sourced APls. 340B drug economics under pressure from rebate model uncertainty.

72-HOUR OUTLOOK — HEALTHCARE-SPECIFIC
m Key Signals to Monitor

0-24 Hrs 340B RFI: 11 days to 20-APR deadline — confirm submission in progress. Check Storm-1175 10Cs
from Microsoft 06-APR advisory against internal threat intel. Distribute CISA AA26-097A to
facilities/OT team. Monitor Islamabad talks (10-APR Saturday) — primary signal for Iranian cyber
threat tempo assessment.

24-48 Hrs Islamabad talks outcome cascades into Iranian cyber posture assessment. A durable ceasefire
reduces near-term tempo but not pre-positioned OT capability — do not stand down OT controls.
Monitor for Storm-1175/Medusa healthcare victim disclosure. G1 geomagnetic watch 10-11 APR —
backup communications recommended Saturday.

48-72 Hrs 340B: 9 days to deadline. Watch for HHS OCR announcements on HIPAA Security Rule. CIRCIA
final rules expected May — monitor pre-publication signals. Watch Hormuz vessel movement
(Kpler) for supply chain normalization. Monitor AHA/AMA/NACHC 340B RFI submissions for
coalition positioning.

Escalation Threshold: Confirmed Storm-1175/Medusa ransomware against a US hospital EHR or clinical
system, OR a third confirmed Iranian cyber event against a US hospital (vs. device manufacturer) = direct
patient safety infrastructure targeting. Activate incident command and board notification protocols
immediately.

WATCH LIST — INDICATORS TO MONITOR NEXT 7-14 DAYS

WATCH-HC-001: Confirmed Storm-1175/Medusa ransomware attack against US hospital EHR or clinical system — direct
patient safety event threshold. Microsoft 06-APR: healthcare is a primary target sector.

WATCH-HC-002: HIPAA Security Rule final rule publication or OCR announcement of delay/withdrawal from May 2026
schedule — starts 240-day compliance clock or grants additional preparation window.

WATCH-HC-003: CIRCIA final rules published (expected May 2026) — 72-hr incident reporting obligations for healthcare
critical infrastructure.

WATCH-HC-004: 340B RFI comment deadline 20-APR — AHA, AMA, NACHC, America’s Essential Hospitals filing.
Additional ICR due April 27. Monitor HRSA direction on HRSA—CMS oversight transfer.

WATCH-HC-005: HHS interim final rule on Medicaid work requirements (due June 1, 2026) — NOT subject to public
comment. States must build systems without waiting for guidance.

WATCH-HC-006: Third confirmed Iranian cyber event against US hospital (vs. device manufacturer) — direct patient safety
infrastructure targeting.

WATCH-HC-007: Stryker investigation update from Palo Alto Networks Unit 42 — any finding of customer/partner system
access changes the security exposure picture for hospital systems using Stryker products.

WATCH-HC-008: Islamabad ceasefire talks (10-APR) outcome — durable agreement would reduce Iranian cyber tempo;
failure would likely accelerate pre-positioned operations.

— END OF REPORT —
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Semper Paratus. Semper Gumby.
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Operational intelligence built for healthcare executives — CFOs, COOs, CISOs, and risk officers who need to act, not just
monitor.
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